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INTEGRITY  *  EFFICIENCY  *  ACCOUNTABILITY  *  EXCELLENCE 


Mission 

Our  mission  is  to  provide  independent,  relevant,  and  timely  oversight 
of  the  Department  of  Defense  that  supports  the  warfighter;  promotes 
accountability,  integrity,  and  efficiency;  advises  the  Secretary  of 
Defense  and  Congress;  and  informs  the  public. 


Vision 

Our  vision  is  to  be  a  model  oversight  organization  in  the  Federal 
Government  by  leading  change,  speaking  truth,  and  promoting 
excellence — a  diverse  organization,  working  together  as  one 
professional  team ,  recognized  as  leaders  in  our  field. 


Fraud,  Waste  &  Abuse 

HOTLINE 

Department  of  Defense 

dodig.mil/hotline 


For  more  information  about  whistleblower  protection,  please  see  the  inside  bach  cover. 
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Results  in  Brief 

Evaluation  a/DoD's  Use  of  Unmanned  Aircraft  Systems  ( UAS)  for 
Support  to  Civil  Authorities 


March  20,  2015 
(U)  Objective 

[If)  Our  objective  was  to  determine  whether 
DoD  policies  and  procedures  for  using  DoD 
UAS  and  associated  processing,  exploitation, 
and  dissemination  activities  comply  with 
applicable  laws,  regulations,  and  national 
policies  for  providing  sup  port  to  domestic 
civil  authorities, 

(U)  Finding 

[U)  DoD  is  fully  compliant  with  laws, 
regulations,  and  national  policies  for  UAS 
support  to  domestic  civil  authorities, 

*  (U)  Units  operating  UASs  told  us 

that,  while  they  understand  the 
American  public's  legitimate 
concerns  about  civil  liberties  and 
privacy  rights,  they  do  not  operate 
UASs  any  differently  fr  om  manned 
platforms  with  similar  capabilities. 


(U)  Recommendations 

*  (FQUO)  We  recommend  that  USD  (P)  establish  a  standardized 
formal  approval  process  for  UAS  support  to  domestic  civil 
authorities, 

*  [FQUO)  We  recommend  that  USD  (P)  address  the  concerns  of 
Military  Service/National  Guard  Bureau  UAS  experts  that  policy 
ambiguity  is  potentially  degrading  UAS  training  and  operational 
readiness, 

*  (FQUO)  We  also  recommend  that  the  USD  [P)  Formally  charter 
the  Domestic  Imagery  Working  Group, 

(U)  Management  Comments  and  Our 
Response 

{U}  The  Assistant  Secretary  of  Defense  for  Policy,  Homeland  Defense  St 
Global  Security  concurred  with  our  recommendations,  and  no  further 
comments  are  required  Please  see  the  Recommendations  Table  on  the 
next  page, 
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Recommendations  Table 


Management 


Recommendations 
Requiring  Comment 


No  Additional 
Comments  Required 


Under  Secretary  of  Defense  for 
Poticy 
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INSPECTOR  GENERAL 
DEPARTMENT  OP  DEFENSE 
4300  MARK  CENTER  DRIVE 
ALEXANDRIA.  VIRGINIA  22350-150(1 


March  20, 2015 


MEMORANDUM  FOR  SECRETARY  OF  DEFENSE 

UNDER  SECRETARY  OF  DEFENSE  FOR  POLICY 

SUBJECT:  (U)  Evaluation  of  DoD's  Use  of  Unmanned  Aircraft  Systems  for  Support  to 
Civil  Authorities  [Report  No.  DODIG-2015-097) 

(U)  The  Deputy  IG,  Intelligence  and  Special  Program  Assessments  (ISPA)  Is  providing  this  report 
for  your  info  rmation  and  use. 

(U)  We  considered  management  comments  on  a  draft  of  this  report  when  preparing  the  final 
report  Comments  from  the  Office  of  Assistant  Secretary  of  Defense  for  Policy,  Homeland 
Defense  &  Global  Security  were  responsive  for  all  recommendations. 

[U)  We  appreciate  the  courtesies  extended  to  the  staff.  Please  direct  questions  to  me  at 


(703)  699| 


DSN  664- 


it(7£J3}699| 


DSN  499 


Itaputy  Inspector  General  for 
Intelligence  and  Special 
Program  Assessments 
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(U)  Introduction 


(U)  Objective 

(U)  Our  objective  was  to  determine  whether  Do!)  policies  and  procedures  for  using  DoD 
unmanned  aircraft  systems  (UAS)  and  associated  processing,  exploitation,  and 
dissemination  (PED]  activities  comply  with  applicable  laws,  regulations,  and  national 
policies  for  providing  support  to  domestic  civil  authorities. 

(U)  Background 

(U)  During  t)ie  last  10  years,  the  quantities  and  types  of  UAS  acquired  by  the  Military 
Services  have  increased.  Their  capabilities,  along  with  PED  enhancements,  have 
become  integral  to  warfighter  operations  across  the  spectrum  of  conflict. 

The  prevalence  and  uses  of  unmanned  systems  continue  to  grow  at  a 
dramatic  pace.  The  past  decade  of  conflict  has  seen  the  greatest 
increase  in  LIAS*  primarily  performing  Intelligence*  Surveillance,  and 
Reconnaissance  [ISR)  missions.  Use  of  unmanned  systems  in  other 
domains  is  growing  as  welt  The  growth  of  unmanned  systems  use  is 
expected  to  continue  across  must  domains.  Unmanned  systems  have 
proven  they  enhance  situational  awareness,  reduce  human  workload, 
improve  mission  performance,  and  minimise  overall  risk  to  both 
civilian  and  m ditary  personnel  and  a!)  at  a  reduced  cost1 

(U)  Effective  use  of  these  unmanned  capabilities  requires  highly-trained  UAS  vehicle 
operators*  sensor  and  payload  operators,  and  analysts  to  process,  exploit,  and 
disseminate  the  data  collected*  The  Military  Services  train  all  UAS  personnel  at  various 


OnO,  "Unmanned  Sy (terns  Int  egrated  Roadmap  301 3*3038* 
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(U)  locations  around  the  country.  The  training  is  specifically  designed  to  ensure  that 
UASJ  and  personnel  can  be  operationally  employed  to  satisfy  combatant  commanders 
overseas  warfighting  requirements. 

More  than  ten  years  of  war  In  the  combat  zones  of  Iraq  and  Afghanistan 
have  taught  a  generation  of  Airman  valuable  lessons  about  the  use  of 
Remotely  Piloted  Aircraft  f  RPA)*1  and  other  1SR  assets.  The  lesson  yet 
to  be  learned,  however.  Is  that  this  battle  space  experience  is  not 
directly  applicable  to  operations  in  the  U,S.  As  the  nation  winds 
down  these  wars,  and  USAF  RPA  and  fSR  assets  become  available  to 
support  other  combatant  command  (CQCOM)  or  U.S.  agencies,  the 
appetite  to  use  them  m  the  domestic  environment  to  collect  airborne 
imagery  continues  to  grow,  as  does  Congressional  and  media  interest  in 
their  employment.3 

(U)  Scope  and  Methodology 

(U)  The  evaluation  was  conducted  in  accordance  with  Quality  Standards  for  Inspection 
and  Evaluation  issued  by  the  Council  of  the  Inspectors  General  on  Integrity  and 
Efficiency.  Those  standards  require  that  we  plan  and  perform  the  evaluation  to  obtain 
sufficient,  appropriate  evidence  to  provide  a  reasonable  basis  for  our  findings  and 
conclusions  based  on  our  evaluation  objectives. 

(U)  Our  evaluation  included  a  review  of  Federal  Statutes,  DoD  policy  and  directives, 
Chairman  of  the  Joint  Chiefs  of  Staff  Instructions,  Service  policy  and  directives,  and 
National  Guard  Bureau  (NCR)  policy  and  directives.  We  also  conducted  interviews  with 
personnel  from  across  the  Department  responsible  for  policies  and  procedures  fur  the 
conduct  of  UAS  operations  (See  the  Appendix]. 


J  rhe  USAF  uses  the  term  Remotely  Piloted  Aircraft  instead  of  UAS 

‘'Protecting  Security  and  Privacy:  An  Analytical  Framework  for  Airborne  Domestic  Imagery/ 
Colonel  oawn  M  K.  Zo)di,  USAF;  USAF  Law  Review,  Vo)  70 
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(U)  Finding 
_ 

Regulations,  and  National  Policies  for  UAS  Support 
to  Civil  Authorities. 

(FOUQ)  We  found  no  evidence  that  any  DoD  entity  using  UAS's  or  associated  FED 
in  support  of  domestic  civil  authorities,  to  date,  has  violated  or  is  not  in 
compliance  with  all  statutory,  policy,  or  intelligence  oversight  requirements,* 


[U)  We  visited  a  cross-section  of  National  Guard,  U.S.  Army,  U.S.  Navy,  U.S.  Marine  Corps, 
and  li.S.  Air  Force  operational  UAS  and  Intelligence  units  that  have  capabilities  or 
responsibilities  For  processing  UAS  collected  information.  These  unit  visits  or  "spot 
checks"  were  conducted  to  determine  the  personnel's  level  of  understanding  and 
compliance  with  DoD  policy  and  Service  directives  for  employing  DoD  UAS  in  support  of 
civil  authorities. 


(U)  Statutory  Environment  for  Employment  of 
DoO  UAS  in  Domestic  Operations 

(Uj  There  are  various  controlling  federal  statues  that  define  what  the  DoD  is  authorized 
to  provide  to  domestic  civil  authorities.  They  include  Title  10,  Title  32,  Title  42,  and 
Title  50,  There  are  no  federal  statutes  that  specifically  address  the  employment  of  the 
capability  provided  by  a  DoD  UAS  if  requested  by  domestic  civil  authorities.  Therefore, 


Sections  375,  382  f  2564,  9442,  and  Chapter  15  of  title  10,  United  States  Code;  title  32,  United  States  Code; 
Sections  30Qhh-ll  and  5121,  and  Chapter  ISA  of  tide  42.  United  States  Code;  tide  SO,  United  Slates  Code; 
Executive  Order  12333,  "United  States  intelligence  Activities/  December  4,  1981,  as  amended,  DoD  5240 ,1-R, 
"Procedures  Governing  the  Activities  of  DoD  intelligence  Components  That  Affect  United  states  Persons/' 
December  1982;  DoD  Directive  3025.18,  "  Defense  Support  to  Civil  Authorities,"  December  29,  2010;  DEPSECDEF 
Memorandum,  "Interim  Guidance  for  the  Domestic  Use  of  Unmanned  Aircraft  Systems,"  September  28,  2DQG. 
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DoD  and  the  Military  Services  have  developed  a  policy  framework  for  the  domestic  use 
(U)  of  the  UA5  capability  in  accordance  with  the  authorities  granted  for  generic  defense 
support.  The  framework  also  covers  executive  level  policies  that  were  developed  to 
protect  fully  the  legal  rights  of  all  United  States  persons,  including  freedoms,  civil 
liberties,  and  privacy  rights  guaranteed  by  Federal  law. 

(U)  Given  that  the  primary  operational  mission  uf  the  majority  or  DoD  IMS  assets  is  the 
collection  of  intelligence,  DoD  UAS  domestic  operations  are  also  subject  to  Executive 
Order  12333,  United  States  Intelligence  Activities,"  and  DoD  Directive  5240. 1-R, 
"Procedures  Governing  the  Activities  of  DoD  Intelligence  Components  That  Affect 
United  States  Persons,  December  1982." 

(U)  Office  of  the  Secretary  of  Defense  Unmanned 
Aircraft  System  Policy  and  Guidance 

(U)  Jn  addition  to  the  Intelligence  Oversight  directives,  DoD  UAS  continental  U.S. 
operations  are  conducted  under  a  unique  DoD  policy  directive.  On  September  28,  2006, 
the  Deputy  Secretary  of  Defense  signed  the  "Interim  Guidance  for  the  Domestic  Use  of 
Unmanned  Aircraft  Systems.'1  The  purpose  was  to  ensure  that  DoD  UAS  are  used  in 
accordance  with  U.S.  law  and  departmental  framework.  The  directive  also  identifies  the 
appropriate  use  of  DoD  UAS  assets  in  domestic  operations.  This  guidance  applies  to  all 
DoD  UAS,  used  in  domestic  operations,  whether  operated  by  Active,  Reserve,  National 
Guard,  or  other  personnel. 5 


5  While  thlirnemorendum  directed  the  AS I)  Policy,  Homeland  Defense,  to  develop  ’ ...a  more  comprehensive  policy 
document  for  Domestic  use  of  Unmanned  Aircraft  Sterns/  when  this  assessment  began,  the  1006  interim  guidance 
remained  Lhe guiding DoO  policy  for  domestic  UAS  operations. 
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[U)  The  interim  policy  encourages  the  use  of  DoD  UAS  to  support  appropriate  domestic 
mission  sets,  including  homeland  defense  and  Defense  Support  of  Civil  Authorities 
(DSCA].  DoD  Directive  3025 J8,  "Defense  Support  of  Civil  Authorities/' 

September  21*  2012,  is  the  guiding  DSCA  policy  document  for  the  DoD. 

"DSCA  is  support  provided  by  U.5+  Federal  military  forces,  DoD  civilians* 

DoD  contract  person  net  Dot)  Component  assets,  and,  in  coordination 
with  the  Governors,  federally  funded  National  Guard  forces  in  response 
to  requests  for  assistance  from  rivil  authorities  lor  domestic 
emergencies,  law  enforcement  support,  and  other  domestic  activities* 
or  from  qualifying  entities  for  ‘special  events/*" 

(U)  The  interim  policy  is  highly  restrictive  on  actual  authorization*  It  specifically 
forbids  the  use  of  DoD  UAS  for  DSCA  operations,  including  support  to  Federal,  State, 
local*  and  tribal  government  organizations,  unless  expressly  approved  by  the  Secretary 
of  Defense  (SECDEF),  df  designate.  Interviews  with  Assistant  Secretary  of  Defense  for 
Homeland  Defense  and  America's  Security  Affairs  personnel  indicate  that,  lo  date,  the 
SECDEF  has  not  delegated  this  approval  authority. 

(U)  Military  Service  and  National  Guard  Bureau 
Implementation  and  Execution  of  DoD  UAS  Policy 

(U)  Our  interviews  with  Military  Service  and  NGB  personnel  revealed  that  they  operate 
UAS  of  various  capabilities  and  configurations  and  approach  rhe  employment  of  UAS 
Tor  DSCA  differently,  primarily  because  uf  Service  culture  and  overall  UAS 
operational  experience. 

[U]  We  reviewed  all  Service  DSCA  directives  and  found  that  while  each  Service  has 
overarching  doctrine,  policy,  or  instructions  for  implementing  OSD  directives  for  DSCA; 
their  implementation  of  OSD  policy  on  UAS  use  for  DSCA  varies  greatly,  For  example, 
U.S.  Army  FM  3-28,  "Civil  Support  Operations,  Appendix  H,  UAS  in  Civil  Support," 
August  2010,  slates  that  “...all  requests  for  UAS  must  be  approved  by  the  Secretary  ol 
fli)  Defense."  On  the  other  hand,  U.S,  Air  Force,  Air  Combat  Command  Instruction 

4  Defense  Support  of  Civil  Authorities  (DSCA),  Interagency  Partner  Guide,  April  2013,  Office  of  the  Assistant  Secretary  of 
Odense  (Homeland  Defense  &  Americas'  Security  Affairs.) 
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10-810.  "Operations  Involving  Domestic  1  magery  Support  Request  Procedures  for 
U.S.  Missions,"  December  2013,  states  that  "...use  of  intelligence,  surveillance,  and 
reconnaissance,  operations  reconnaissance;  and  remotely  piloted  aircraft,  particularly 
for  DSCA  missions  operating  collection  systems  outside  nf  DoD-controlled  airspace 
within  the  U.S.  muy7  require  Secretary  of  Defense  approval."  The  U.S.  Navy  and  the  U.S. 
Marine  Corps  do  not  currently  have  specific  directives  or  instructions  for  UAS  use  for 
DSCA.  The  NGB  DSCA  directives  for  UAS  employment  is  a  reflection  of  their  Service 
affiliation,  i.e,;  Air  National  Guard  units  comply  with  U.S.  Air  Force  instructions  and 
Army  National  Guard  units  comply  with  U.S.  Army  UAS  directives. 

(U)  OoD  UAS  Support  to  Civil  Authorities  Events 

(FOIJO]  We  began  our  evaluation  by  requesting  from  each  of  the  Military  Services  and 
the  NGB  all  examples  of  instances  where  a  DoD  UAS  had  been  employed  in  support  of 
civil  authorities  in  the  continental  I  TS.  or  IJ^.  Territories  from  September  28, 2006.  tn 
the  present.  These  dates  were  chosen  Lu  coincide  with  the  release  of  the  current 
interim  guidance  for  UAS  support  to  domestic  civil  authorities.  We  requested  that  for 
each  instance  the  following  data  should  be  provided:  date  of  request,  requesting 
authority,  summary  of  request,  approval  process  with  documentation,  summary  uf 
event,  and  any  lessons  learned  if  applicable.  We  also  asked  for  denied  requests. 

[FOllO]  This  data  call  resulted  in  a  relatively  short  collated  list  of  (ess  than  twenty 
events  that  could  he  categorized  as  DoD  UAS  support  to  domestic  civil  authorities.  The 
list  consisted  of  both  approved  and  disapproved  requests,  We  then  interviewed  both 
Service  and  NGB  Headquarters  personnel  who  processed  these  requests  up  through  the 
Service  approval  process  to  OSD.  During  our  unit  visits  we  also  discussed  these  events 
with  the  unit  commanders  to  understand  how  they  viewed  the  approval  process,  as  well 
as  how  the  interim  guidance  policy  impacted  the  actual  support  request 


Emphasis  added, 
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fFOUQfService  and  NGB  Headquarters  representatives  told  us  that  each  of  the  DoD  DAS 
support  requests  was  processed  differently,  A  number  of  the  approval  requests  were 
processed  through  normal  DoD  training  event  channels  that  are  managed  by  the  joint 
staff,  A  few  were  processed  through  Service  channels  working  with  OSD.  And  we  heard 
that  some  were  handled  directly  between  the  OSD  staff,  SECDEF,  and  civil  authorities 
tekphonically*  We  were  unable  to  uncover  any  formal  documentation  procedures  that 
defined  the  end-to-end  approval  process.  We  were  told  that  this  ad  hoc  process 
contributed  to  anxiety  among  the  Service  and  NGB  unit  commanders  about  when  they 
had  the  authority  to  employ  their  UAS  resources  as  requested, 


— -  .  n  Standardized  Approval 

Process  for  UAS  Support  to  Domestic  Civil  Authorities. 


[FOUO]  While  the  current  OSD  interim  guidance  for  DoD  UAS  Support  to  Civil 
Authorities  provides  guidance  on  UAS  employment  and  when  to  request  SECDEF 
approval,  it  does  not  provide  a  mechanism  for  howto  process  that  request 


[NGB  (b)(7Xiy 
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Expressed  Concern  that  Policy  Ambiguity  Is  Potentially 
Degrading  UAS  Training  and  Operational  Readiness. 

(FQUO)  Multiple  units  told  us  that  as  forces  using  UAS  capabilities  continue  to  draw 
down  overseas,  opportunities  for  UAS  realistic  training  and  use  have  decreased.  UAS 
unit  commanders  explained  that  providing  UAS  support  to  civil  authorities  could  yield 
more  realistic  training  opportunities  and  increase  operational  readiness.  However, 
multiple  commanders  also  stated  that  as  a  result  of  the  restrictive  approval  processes 
for  domestic  UAS  use,  policy  confusion,  and  internal  Service  hesitations,  potential 
training  hpportunities  are  missed, 

Vr^v/ 

(FOUOJ  f:i?AF  represents lives  told  us  that  the  OSD  policy  makes  it  difficult  to  determine 
what  training  is' a oceptable  for  DSCA  UAS  missions,  For  example,  a  unit  submitted  a 
request  to  use  a  remotely  piloted  aircraft  { MQ- 1  Predator  and/or  MQ-9  Reaper]  to 
support  incident  awareness  and  assessment  during  fire  season  training  with  the 
Department  of  Energy.  The  unit  was  informed  that  although  the  training  met  the 
qualifications  expressed  in  the  Air  Combat  Command  Domestic  Imagery  Training 
Proper  Use  Memorandum  [PUM),8  the  activity  was  classified  as  DSCA,  since  this  was 
support  for  wild  fires  to  an  outside  agency  and,  therefore,  required  SbCDEF  approval. 
Since  the  request  was  for  incident  awareness  and  assessment  during  the  entire 
fire  season,  the  unit  chose  not  to  pursue  blanket  approval  because  of  what  they  felt  was 
an  onerous  approval  process. 


[FOUO)  Another  example  was  provided  by  the  Army  and  Air  National  Guard.  In  this 


case,  a  DSCA  exercise  was  proposed  to 


IB  (bX7)(E] 


A  Peeper  Use  Memorandum-  a  memorandum  signed  Annually  by  an  ofgantratian's-cerirfyirtg  government  official  that  defines 
the  organizations  domestic  imagery  requirements  and  intended  me,  it  also  contains  a  proper  use  statement 
acknowledging  awareness  of  the  legal  and  polity  restrictions  regard! rig  domestic  Imagery,  Aff  14  1  04  ,  23  Apr  2012 
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(FflUQ)  We  were  also  told  about  a  DSCA  training  exercise  with  the  Department  of 
Energy  using  a  U.S.  Air  Force  remotely  piloted  aircraft  Lliat  was  conducted  without 
formal  SECDEF  approval.  This  exercise  was  for  incident  awareness  and  assessment 
support  of  a  simulated  hazardous  material  release  on  Department  of  Energy  property. 
The  training  met  all  of  the  internal  Service  guidelines  and  was  forwarded  for  approval. 
However,  since  the  exercise  was  conducted  within  DoD  restricted  airspace,  the  Joint 
Staff  determined  that  approval  was  not  required.  Our  interviewees  explained  that  this 
left  them  confused  about  just  when  the  OSD  policy  requiring  SECDEF  approval  of  UAS 
support  for  DSCA  applied. 

(FOUO)  Finally,  a  U.S,  Marine  Corp  UAS  unit  told  us  that  once  each  month  their  wing 
hosts  a  community  leadership  program  where  local  politicians  are  invited  to  view  and 
learn  about  the  capabilities  of  the  various  aircraft  on  base.  During  one  such  event,  a 
local  mayor  requested  UAS  support  to  look  for  potholes  in  the  area.  While  the  unit 
conceded  that  this  type  of  operation  could  provide  realistic  training  for  their  pilots  and 
sensor  operators,  local  commanders  determined  that  under  the  interim  guidance, 
requesting  SECDEF  approval  to  conduct  a  UAS  mission  of  this  type  did  not  make 
operational  sense. 


(U)  Impact  of  DoD  UAS  Policy  on  Processing, 
Exploitation,  and  Dissemination  for  DSCA 


(FOUO)  Along  with  interviewing  various  units  operating  UASs,  we  also  interviewed 
organizations  responsible  for  performing  the  PED  of  UAS  collected  data.  We  met  with 
National  Geospatial  Intelligence  Agency  (NGA)  personnel  responsible  for  ensuring  that 
NGA  and  other  Defense  Intelligence  Components  comply  with  the  domestic  collection  of 
tactical  imagery  consistent  with  DoD  5240.1-R.  While  NGA  does  not  operate  UASs  Lhey 
do  provide  PED  support  to  DoD  DSCA  and  other  Federal  agency  UAS  operations  within 
the  United  States, 
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Grnund  System  (DCGS)  for  their  PED  support,  We  visited  the  480"'  Intelligence. 
Surveillance,  and  Reconnaissance  Wing  and  two  subordinate  DCGS  elements  to  capture 
their  processes  for  DSCA  UAS  PED  support,  The  Wing  executes  any  DSCA  support 
mission  according  to  tasking  from  USNQRTHCOM.  U5NORTHCOM  Contingency 
Plan  3501,  DSCA.  serves  as  the  COCOM's  plan  for  DoD  responses  to  civil  requests  for 
support,  including  1SR  asset  support.  The  +80°’  Wing  has  no  formal  policy  for  DSCA 
support  but  does  comply  with  Air  Combat  Command  Instruction  10-810,  “Operations 
Involving  Domestic  Imagery  Support  Request  Procedures,"  for  LIS  Missions  as  well  as 
U.S.  Air  Force  and  DoD  Intelligence  Oversight  directives. 

(FOLIO)  The  U.S.  Navy  and  U,S,  Marine  Corps  currently  have  no  UAS-specific  policies  for 


(FQUO)The  U.S.  Army  also  does  not  have  UAS-specific  policies  for  domestic  UAS  PED. 
However,  because  current  USA  policy  prohibits  HAS  civil  support  outside  of  DoD 
managed  airspace,  they  feel  that  compliance  with  all  applicable  intelligence  oversight 
regulations  is  sufficient  to  meet  OSD  policy  guidance. 

(U)  The  Domestic  Imagery  Working  Group 

(U}  During  our  evaluation  we  also  observed  how  the  Services  and  NGB  are  working 
together  to  address  some  of  the  challenges  associated  with  the  current  OSD  policy  on 
the  DoD  domestic  UAS  use  for  DSCA.  We  discovered  that  an  informal  body  known  as 
the  Domestic  Imagery  Working  Group  [DIWGJ,  was  attempting  to  address  some  of  the 
concerns  raised  by  the  UAS  units-  The  DIWG  is  a  cross-functional  and  multi-service 
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informal  working  group  consisting  of  lawyers,  operators,  intelligence  professionals,  and 
policy  makers  formed  to  address  the  collection  of  domestic  imagery.  We  interviewed 
multiple  members  of  the  DIWG  and  heard  that  the  group  was  originally  created  to  help 
determine  the  approval  authorities  required  to  conduct  the  collection  of  domestic 
imagery  by  all  airborne  ISR  collection  assets,  including  UAS.  Over  time  the  DIWG 
narrowed  its  focus  to  address  DoD  UAS  support  to  civil  authorities  and  informally 
captures  lessons  learned  and  best  practices  that  are  shared  among  the  Services  and 
NBG,  The  DIWG  has  produced  a  number  of  recommendations  on  tJ AS  employment 
processes  and  legal  guides  to  help  the  Services  ensure  policy  compliance.  Presently,  the 
DIWG  is  championed  by  USAF  representatives,  but  each  of  the  Services  and 
NGB  participate.  The  DIWG  is  a  best  practice  that  should  be  leveraged  to  assist  the 
policy  and  Service  communities  in  addressing  the  unique  challenges  of  operating  UAS  in 
the  US. 

(U)  Conclusion 

(FOUO)  We  concluded  that  DoD  takes  the  issue  of  DoD  UAS  support  to  domestic  civil 
authorities  very  seriously.  Great  care  is  taken  by  DoD  personnel  to  protect  the 
American  public's  civil  liberties  and  privacy  rights  while  simultaneously  preparing  to 
employ  UAS  capabilities  as  required  by  National  Command  Authorities.  Our  review  of 
UAS  policy  implementation  across  the  department,  coupled  with  our  unit  visits  to 
discuss  actual  events,  did  not  reveal  evidence  that  any  DoD  entity  has  employed  a  UAS 
or  conducted  FED  in  support  of  domestic  civil  authorities  contrary  to  laws,  regulations, 
or  national  policies.  It  should  be  noted  that  the  units  operating  UASs  across  the 
department  told  us  that,  while  they  understand  the  American  public's  legitimate 
concerns  about  civil  liberties  and  privacy  rights,  they  do  not  operate  UASs  any 
differently  from  manned  platforms  with  similar  capabilities* 

(FOUO)  Recommendations.  Management  Comments, 
and  Our  Response 

(FGUQ)  Recommendation  1 

(FOUO)  We  recommend  that  USD  (P)  establish  a  standardized  formal  approval  process  for  UAS 
support  to  domestic  civil  authorities. 
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fFOUO)  ASD  (P)  concurred  with  the  recommendation  and  .stated  that  Deputy  Secretary  of  Defense  Policy 
Memorandum  15-002+  "Guidance  for  the  Domestic  Use  of  Unmanned  Aircraft  Systems",  February  17,  2015* 
addresses  this  issue.  They  also  stated  they  will  continue  to  work  with  the  Military  Services  and  National 
Guard  Bureau  to  address  any  uncertainty  m  the  approval  process. 


(U}  OU  r  ft&pQtlSi* 

(U)  Comments  from  the  ASD  [PJ  are  responsive  to  our  recommendation.  The  Deputy  Secretary  of  Defense 
Policy  Memorandum  15-002,  which  is  an  update  to  the  2006  'Interim  Guidance  for  the  Domestic  Use  of 
Unmanned  Aircraft  Systems",  provides  the  necessary  clarity  to  the  Military  Services  and  National  Guard 
Bureau  on  the  approval  process  for  UAS  support  to  domestic  civil  authorities, 

(FOUO)  Recommendation  2 

[FQUQ)  We  recommend  that  USD  (P)  address  the  concerns  of  Military  Service/National  Guard  Bureau 
UAS  experts  that  policy  ambiguity  is  potentially  degrading  UAS  training  and  operational  readiness. 


—  - - — 

Chita!  Security 

(FOUO]  ASD  (P)  concurred  with  the  recommendation  and  stated  that  Deputy  Secretary  of  Defense  Policy 
Memorandum  15-002,  “Guidance  for  the  Domestic  Use  of  Unmanned  Aircraft  Systems ",  February  1.7,  2015, 
addresses  this  issue. 


(fif  Our  Response 

(U)  Comments  from  the  ASD  (P]  are  responsive  to  our  recommendation.  The  Deputy  Secretary  of  Defense 
Policy  Memorandum  15-002,  has  addressed  the  majority  of  the  Military  Services  and  National  Guard 
Bureau's  concerns  about  policy  ambiguity  impacting  UAS  training  and  operational  readiness, 

(FQUQ)  Recommendation  3 

{FOUO)  We  also  recommend  that  the  USD  (P)  formally  charter  the  Domestic  Imagery  Working  Group 
(DIWGO 


(jU)hal  Security 

(FOUO)  ASD  [P)  concurred  in  principle  to  formally  chartering  the  DIWG,  They  will  work  with  the  DIWG 
lead  Service  to  develop  the  appropriate  working  group  leadership  construct  to  champion  DoD  UAS 
initiatives* 


(U  )  Comments  from  the  ASD  (P)  are  responsive  to  our  recommendation.  The  DIWG  was  a  "best  practice* 
identified  during  our  evaluation. 
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(U)  Management  Comments 


Assistant  Secretary  of  Defense  for  Policy 
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unksi  otherwise  require  by  Jaw,  nr  on  ti  nnn-reslmhitr*  Sk  hwli  if  such  support  is  both 
auriiCKri^nJ  by  law  and  approved  hy  the  Rcervuiry  of  IVF«t*a, 
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*  isysw'  jitius 

fcvfinr^  tn  Star^  whrrc  l>oD  UAS  nutseli  an t  fielded  tfw  Stan  ’> \ulr  null  I  iitotd  fl'.'Y 

not  cmpltry  OoD  UAS  without  the uppmwi  f  the  ,r  *  it  ■ . ;  J)  ten,*:  how e»  r 
fjfltfpmnnr  nuy  *-.  warder  LtoD  l'  45  tfin**liHir*rtn  in  Uteir  Pi  Trn*niT  inr  dicier  r<*irvr'_  iirthini 
rff^vertion,  whfi  jwdr  to  uwt  DoLJ  HAS  web  in  aurivwn'ir  Slate dialer  nes|*’n*r  should  iitaiill 
i  liimut  rtqiTit  iw\  wunr:  it* the *^c«fan  efftefr  c  Sud  feqti  ■*' s  should toniin  the 
itiisjli  .*  s  cnnifuitoYi  Ibai  rtrtr  rmdu  ,i  ihrt  other  nianrvit  -  v>  -tf »  vm :  inn  i  *  Tiic 
riuin»4>i  r\l  rt>*  Joint  Oner  *  rtosn  ft  in  unmultt^ji  pn  with  tin*  j  TpfflpriiiP  tfeperipiii  -  f  ctM  »n 

«  v^nwwfcf*  the  thkl  «r  O  '*  •  rt'iH  rtiip  -iii  <Nf  JH  niwi  V  -i|Tfr  pr*etc  Millie 

iJCparlTOfJit  Vl  n?m,  will  [>n^  r  iv  a  rtt-r^mn  4*Jal^i  - 1-  rhe  Set"*  to  L^fc^r  f  "teem in? 

iht  CViD  UASi  ift  o-  a  StuJ  r.-qnnw 

i ito*  shun  Id  factor  *o  the  pfxtrfiiret  flnrj  tip**  injunct  fiv  f  AAc^rmthatJoa  for  Kasi 
id  the  necetw*  ut+nw*  uvd  in  ► ihtfin  Repw^O'  of  Pf  fen  unhmfiwrion.  in  concert  with 
Fodrml  bft»ervcJic>  \£^rc;  LOdrih*!^  rifimui  -linrrov  ant  Ruitc  nn?n  '■“ 

ihe  UK  rf  DoD  UAS  in  in  pWs  *i»  uJ4  '.■swill  rhe  cwiKspcndin^  psogrartit  r'>r»ih«ai. 

rWniinAkr  to  en^nrs  ttwf  Side  mid  DuD  plan1. k+  *  ^ru?*’  unlit  >  pffbt'  and  eflltc’p  v 

mstoMuLte&m 

Fhc  <ai1y  exception  loihc  cqtnreoent  for  nrpprtiy^l  hy  the  SocrdUY  nt  Defense  for  *hv 

ine  i*f  rjnU  f  AS  for  dfime  k  nr^rar  *r>*  *.**  1  /di  and  rcucut  r5AR\  n  i^iou  i>*vu*v  inc 

^ ^irr-o.  £nd  pdteniunt  tor «  life  1  Jwt  arc  cnwoffisi* ,1 1  *j  r  I  oi«f  Rr*,uk?  I'noidrnattnii 

rf  rnAnr  f  A FR<.  t  :  Alltb  uc  r^Hiitifirjr  f  mi  f f  A  ifCRr^l  or  >oinf  Kt  cuw  <  (wlifljr ion 

rt’Tijr-i  f#tf.  I  \  r?ci<W  ^J-C  %.  Ill J,  f  'thpnn1  mnunirad  r-  m  -  ‘i#p  ofDoD 

y Ah  on  on  M  Rf’C 7 ARRf  *r  TR  rr-pwtffe  cooc diiwtuJ  mbditu  wim  o  (vmrrrh  Jisi'ivi  f^AR 
nuro^a  af*tnr  a  ffetfmimtiftft  thji  UAS  wo-ild  be  the  tots*  pldlcrm  to  j  -ai*i  in  ihf  SAR 
misiion  iind  rtmi  it*i  une  vwmid  nui  wuh  ihc  priman'  i^SIltjtrv  djtiva  of  die  unit 

EWMBfli 

■  Coaura ruler,  U,S,  TNortbcin  LoioirAtid,  throug h  i]»e CcMJimitfirisT,  Ait  Fchwj Mrwthcm,  w 
*J*t  driepiiird  n>k  i*Mfi(arwl  SaR  OpcrstltirA  t'^irdiniror  for  the  continental  Umttsd 
Siaipi  Search  cmd  Rescue  Rtginn; 

*  Commwtderp  U.S.  Northern  Qwimaod,  ihronsh  the  r^>mrrwirvtjr  Atakan  Command,  as 
RAR  Opcmtion.s  Cooidm^Uir  for  the  i'lmdndorf  Starch  snd  Reaiuc  R^uion.  (andmass  af 
Alaska,  or 

*  Cornmandcf.  U,S-  Pacific  Command,  in  the  role  of  SAR  CJoondinntor  for  the  Miuhim  af 
HjKW4iL  in  clOM  conrdmation  with  the  tJ,SL  Coflat  Guard. 

bacti^oiTimniiacrwiJl  en^uw  that  nil  Jejal,  irrtotlijcnw  ovmtght  (incltjdinpthe  reqoimnieni  to 
rxMti  *  ftfi-KTi  Art  md  thmr  *au.^ #jp  **-4  * ^  liirfi  (rimoMrv.W  wflj 

prompih' m firm  the  n  j  I’M,  ■»-.  ihrmiph  ion  f-  1  iti-  c^anneli  after  the  use  01  fh?P 

UAS  h-  hecfl  wr* 
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nan* 


\  Xbrnmndum  JS-W**’ 

I  in  WiqanT  VnrtrrM  pf  rkfen"*  Tor  itunwhiid  DtffjiKc  f  links'  Vciitrir 
'AsDrifMtft  il  Mil  >di*  tfak  VAR  rn  tb.  nr  *  ifkfl  rtf  DoD  P^rm 

Jltf'  I  It,  rH  H  ^uppori  ^1 '-ivt!  AwJirrinr  " 

tKfL>;Koj^rd  f&EBffig  ad  EX.CKJS? 

TSe  pritn^ry  purpose  of  dnmi^ik  IAS  training  md  fxeieiw1  if  for  DoD  Jbnra  1  o 
Lf^niluLt  r.^h  tit  iraliiinf  in  rhiirccira  1  d  n !  niiltiin  niwiwi  areas.  DoD  lf  Afi  \x*cd  in  ijn'^r 

'’[yd  CMtlMI  Will  not  wrtriftfir  frr  ^  1 W  iofumn Lwr  cTCCCi  i  up  Nhc>  M  Ctfllacltafri  *fc>OJl 

*teifri  d  * . , "  ptcson*  of  ixw FM1  curiirolted  prrfit*'v  i  r  FurlliU^  lot  Jf**d  outside  DoP- 
vt^UnlM wMpui  cnos**^  AULvS  ^qonitirn  ndkrutw  i  n. and 
db*coi  ifuiiv.fi  ijf  ftiltWTMffkm  will  he  in  prrnrtlMc-  <viih  siardnir  DuD  refnd.^inoi  anti  polky, 
tadodhocDnlJ  C .ii  intellTseoer  ov-t  t.’Hi  zutAw  1  squirt  i  Pi  V 

wirDoO  I  'Ad  «M«b  tr  i>'uf>r[c  Imbibe  **gcf  -  -  fir? 

*  f'twi  (V'fi^k^uinrt  »ttrf  n,  _  ' »  <iv  of  tf  Ui£  p^tfum  *  OoO  lr*$  Jfld 

b  ir*  tie  nirfti  Lr  nomine  «nd  L  -  i  ■  **’»  r  i  f**-A  FV*rv  .;»i  <Jnb  1  uneM.d  use  ;  ^wee 

■  SI’At4 

*  t*ric  *  ot*pv«J  by  ib  r  \  JrfT?^  if  the  I  AS  b  trmsd  *nd  iMI)  W  u-*J  n  4 

if  Ilirnp.  *^¥CIStL  or  Wrtim  rvtf*  our, U*D  Si  A  and 

*  Piwr  if nmval  by  thr  S  ■  v n^tan  lTPh’,  jm#  r  -  any  Do©  .'AS tr%*inf  «id  n  *■? i*ce 

Lrd  with  Fister*).  Si  or  total  law  tnftifeeroeirt  *mv£K?  il  tA*\  ihJ'wHiiy 
any  DoD  IJAS  irnitirm:  f  ndesririeti  plennH  m  cm  rdlouii^  with  LEA*  to  n*«a 
LU  i<rfor*i*lhn  ftcedl  <n  »£f  jdfnCt  with  A  O  ^.C  ^  37 1(b> 

Ibc  «ntirtc3JiPrt  io  or  require  Tur  pppravnl  try  Ok  St- m: uty  *jf  l>f  frn*e  required  by  thli 
crtinit  will  he  uihmittenf  to  Ok  Scttehty  m  tost  3P  dryr  poor  to  Iht  U"  ininf.  twarfm,  or 
Lc#Urn  event  ihtou£h  Apprnfiriu^  Mllitoy  Ocpttitmflnt/SfTVhCti  Ootrthat^t  Loflimarvl  of  N03 
chtoneb  via  the  Jnim  Suff  fJ-3),  md  may  bo  suM^itLad  ettliei  on  a  iM^-by-caM  l»*b  or  In  bacti 
Inimii  for  periods  nol  in  exceed  one  rnlrndur  year  in  eAvancu  of  the  propmewl  exarette  or 
mining 

^KetsUoL  ipuiue.  andAfflthrtfe  No1  Kcquirjd  fhiP 

AtOiOtujfi  DoD  ieqi)*r'mcm  ^<0^1  to  trte  NU  Ucn  v  iiWa  h  ♦  yie  v ■-■  ^ te  ^ 

fur  nwrviloD  Sc  *\jay  e~ Dtf«iie  AppoWll  i*  f  'quitf d  foi  U+t  Uit  f  DoD  i 1  AS  AUcu 

lor  tion-l  loD  porpo^pi  for  \  TrajrtnM  iind  r>  -  n  it  or  (*  r  Nil  1 '  AS  (mhlrv  ^nd . 

fHal  provi-le  in*  »dcot«l  lt>  etvU  WUhrfirfef.  rh^l  torludl^  V AS  ffpcf»ied  by  foniQ  m 

fide  \Q  vtniiii  and  Naiioml  Giiard  peiionnel  in  Titta  J 1  or  S; pte  Acllre  Duty  status 


Vhwr  «  PA5.  *  cwimlJr  Cf  ti«4  f  CIQN329ML 

i  tvLKirrio]((MM«»U^iLjMi  - - — 

1  M-pMpj  ^UhAfty^flUA^  ^ 
hWAlPl^MMKiio^.Wi  F*| 


roRornciAL  use  only 


ii-  .mi  m,i  nuuic  "U i  :  o' iv  i  ■ « 


ronornciALLfoc  ohlv 


I  vlwv  \k  mrr  mfom  t 

nlHeto  mho  wnh  lo  ytoposp  the  u«*  jt  DoU  IMS  tn  Mppnt uf  wajor  State 
riiMKim  wruinfcj'  rwruaps  Jor  p j.itniri j  reqiririn  .ppm  valln  the  S0C1CL&‘t  ■  -t  Prkjiw)  ihiMd 
fdcrof  in  die  procedure  and  lime  required  to  camitJt  will,  the  f  AAfor  access  to  ih*  necessary 
alrtpuce «hJ  uifhiitn  ^ecrerar)  <*?'  Iktotsf  .n-qwal,  btnrcs  In  nnD IKS  assess  are 

folded  thflj  have  a  *<juirnfTi#ni  for  their  use  in  tfw*e  n  nrri*ev  tor  rnirtinii  r*  qiiirrnu  appmvtl  toy 

the  Seen  inn  nf  0<t<  *r-e 1  will  mtamt  ih ;  f  Mimmnr  r*quc«  .n  writing  el  leas  30  di  t  Mfi 
ddv once  tfr  S*  ratin'  nt  Dcltm?  thnviHi Tirwr^  ■  Willtwy  OemrrtFwer  *-*  *cr 
C,  nii^fimr  rVitnnijtnd  OrNftfl  ck+rrvJf  via  lh,  ,rln»  St*tr  i  -  md  n^iy  uhmil  ■stieh  itqin  -f- 
Cffhoroti  *"'aib  yf  ij*  latch  Tom #»  -r  [grind*  w*  M  peered  «*>£  i !  J  cak  ciiiaf  Vt  ^ 

tir  of  the  pm-po-kcd  aor^-  or  Uainiftf 

Sit  » w  NiHSal  *  frtfW 

.'la  nnlcf  to>  (-'>"* hici  JfW'  ft*-  *  *«w  slid  It  ’  nun  £  OoD  UAS  *  r*-‘  »*h*«s 

dll  'July  r*u  b*  timfotaJ  to  ■  rr?‘K  i  ur  ^r  truth*  *rtc*i  <n  li*  natumri 

tinp ‘  t  will  lifrckbc  r^oionj  flirUcrfkm  n  nmstaibMm'  tnn*kr  pnfT;  «  *r  *K  i 
vvguhf  wv  pHw  v  end  ruidanc,.  «■  tl  UA*  npsMiniw  in  tlK  VA**  mncHuin 

ivdy  drwlopiiv  dcii  *  »<id-  vr<i I  i^hrw'o^  to  cnaufr  nfcrritoti  IMS  in 
♦M*cvr,  rJ’cd  *iriojfr 

Fhc  Chau  u f  the  DoO  f'fliic)  BcmaI  on  Frietd  Avk  ,  n  iIHFAi  -HH  lead  !k 
Dm^ttr^ctii  s  effjrti  tofch^c^  fyrthitf^nTntf»w¥i  ^fwwriiiir^  a wr*  -estr  moo*  thid 

i>Tvrnt  r^- ►; to  lip  N*‘  ^  for  DsD  U  Vfi  Hk  PflF A  Omir  will  w.ork  iW'uA  the  ’  ifi*- 
afrni  ¥  IIAN  btcftrtiv  rcvnminr  to  r*ryif  ^n1- '  Tv^ch?e;  *nd  ,^  prunu i<rt^  and 

(hKlnp  rms  .tmkk^  yf  «lky  that  liibi1^  and  iiJre  min  i-* 

'.Utjf  n  '-«ed  taf  the  rkT>*rtmer-;*i  LI  OplgMli. 

UnD  will  tmitimte  to  I’mmtne  Ihe  development  of  teofadcgiti,  nUodardi/^d  oiTcmiin^ 
pnxiafcant  mid  pulibicp  ihii  enuus  that  Dull  UA^  «  *Ht  tenprvjic  uichy  within  the  naitp^naJ 
i rfvfi*.  f  vibik  *bo  talinchw  asd  r*Micctiitf  r’-»n-'in*l  privacy 

rtitorPfiiijtneiitii  E^ncwciibilitin 

tkvlur  Secretary  of  Oitfknufor  Policy 

k  ne  I  Twi±* bctfetJT.  t;  Ijptf  u/r  Fnln  *  U-SOfP»  n  nritinrired  to  *^b!rih  the 
AfipnMvi  ^G  pp’icy  iWt  ckifnestk  uw  £?HtAS  for  force  pmfc«sti<  n  ind  fwwtdkui  of  other  DoD 
mum*,  ^iictirerin  Dap  Instniclirm  2000JG,  'fkin  Ainiir^rumm  M&ntlard? ar  uilwi 
appn*omiu  DoO  iaau«tic£. 

hMWiim  ,v*rfWrr  ftfnrfiw*  frtr  Homvtamt  t  hf^rnv  am' t frnrfty 

The  ASDpMO^mdtr  the  Pirthnrrty,  direetioii,  indemimlortlit  IffiOf?),  is  the 
principal « kvilijtn  advlur  io  the  Vcrcotry  of  Pefcnac  for  the  domestic  use  of  DaD  OAS  The 
ASDfiiDACSj  will  aoodttft  a  aimprthitwSv...  review  of  (hi*  pnlky  ever)  three  yean  ind  fed 
epfHtJval  of  appropriak  rcvirwns  il  Rqnhwi,  All  fv^ky  development  will  he  roordifnted  with 


Hmiut  t 
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the  H  stinti  it  nf  tht  Jaint  Chid*  HT Stifl.  rite  DoD  G**^™]  Ow»h<eL the  A»i<fawJ  Secret*^  of 
Utfwwe  for  Special  n^fnfitir^  md  i  +  v  -Ttik^vil'  Ctmfli.',  unrtihc  heads  ofrthi*  fppBfKfltutr 
DnO  nr£imi/*tirmi> 

It- ivftvtf fo  (he Sr* t vJW V *  iV^'h  hi*  FoNlt  * jfi :i> • 

Thu  4vthwit  to  the  Stcrettry  m  Dcfaur  for  F>iMk  AlUlti  t  ATSD^  41)  b  rc*p*o*<M* 
for  public  affair  inqurHtft  wth  (He  Mil  tern  Dquftmm  ^emcc*.  Jb<w  S’aft 

Cpunhfitmit  (  ommsnrK  Ne^m  nal  tiiwrrt  Bureau.  Sljgte  dcpamfl«fti5  «nd  sgennes.  raid  other 
iTiJrral  department!  «nd  iFcnck.-i  as  required  ATSDtf  A>  Li  ihr  lead  DaD  cffidal  foi 

r<ta)ilii)iinf  public  ipjidifh.c  oil  k  use  of  DoD  UAS  VJdiU'wRi*  to  pmfmtfe 
irprtfpafcnc^  die  ATSDtPA)  iv||I  work  'vith  tins  PBFA  wd  tb?  4TO[HM,GS)1»  develop  a 
webpage  mitltnlnp  tniD  UA  >  domostfir  Haitians 

TJii*  fUidsnce  icptace*  -Jtd  reminds  ih*  Deiujiy  Sr  <  j  tfDcfmsc 
Mcitnriuitor  ,  "impi ’m  GijJdHtwt :  r  the  PrviiPTf  le  *  ni  \ lprvwrwd  Aircraft  Synejns  " 

H.  2fl0fi.; 


N*-w  op  -rMtfHuil  wd  iraminn  requ»ii*/ikiU:lic*jjoi  raquiren*  nft  \*kt  iLy*  afttf  iba  dus  du*  ihti  pofty 

TJcranrunJuJii  U  M§ml 
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Appendixes 


(U|  DoD  Offices  Visited 

•  [U)  Under  Secretary  of  Defense  for  Policy  representatives  from  Homeland 
Defense  &  America's  Security  Affairs. 

•  (U)  Under  Secretary  of  Defense  for  Intelligence  representatives  from 
Warfighter  Support. 

•  [U)  Assistant  to  the  Secretary  of  Defense  for  Intelligence 
Oversight  representatives. 

•  (U)  USNORTHCOM  Directors  from  the  Operations,  Plans,  intelligence,  and 
Judge  Advocate  General  Directorates. 

•  (U)  National  Geospatial  Agency  (NGA]  representatives. 

•  (UJ  National  Security  Agency  (NSA)  representatives. 

•  (U)  Headquarters  National  Guard  Bureau  Policy,  Operations,  and 
Intelligence  Directors. 

•  [U]  Headquarters  U.S.  Army,  U.S.  Navy,  U.S.  Marine  Corps,  and  U.S.  Air  Force 
Policy,  Operations,  and  intelligence  Directors. 


* 


(U)  U.S,  Army,  U.S.  Navy,  U.S.  Marine  Corps,  and  U.S.  Air  Force  Commands 
responsible  for  Service  l)AS  employment  policies,  tactics,  techniques, 
and  procedures, 


Iv-hM' 


[U]  U.S.  Army,  U.S.  Navy1. lj Marine  Corps,  and  U,S.  Air  Force  Commands 
responsible  for  ServiceUED  policies,  tactics,  techniques,  and  procedures, 
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AtipmutisfLn 


(U)  Unit's  Visited  and  Location 


1st  Air  Force 

Tyndall  AFB,  Florida 

Second  Marine  Aircraft  Wing  (2d  MAW) 

MCAS  Cherry  Point,  North  Carolina 

480th  ISR  Wing  (ISRW) 

Langley  AFB,  Virginia 

27th  Intelligence  Squadron  (27  IS) 

Langley  AFB,  Virginia 

California  National  Guard  JFHQ 

Sacramento,  California 

Air  National  Guard  181st  Intelligence  Wing 

Terre  Haute,  Indiana 

Air  National  Guard  174  Attack  Wing 

Syracuse,  New  York 

Army  15th  Military  Intelligence  Battalion 

Fort  Hood,  Texas 

1st  CAV  -  Grey  Eagles 

Fort  Hood,  Texas 

9th  Reconnaissance  Wing 

Beale  AFB,  California 

49 lh  Fighter  Wing 

Holloman  AFB,  New  Mexico 

JTF  -  North 

Ft  Bliss,  Texas 

2-13lh  Aviation  Regiment 

Ft  Huathuca,  Arizona 

Commander  Naval  Air  Forces 

NAS  Coronado,  California 

U  S.  NORTHCOM 

Colorado  Springs,  Colorado 

NAVAIR 

Patuxent  River  NAS,  Maryland 

VMU-2 

MCA5  Cherry  Point,  North  Carolina 

(U)  Use  of  Computer-Processed  Data 

(U]  We  did  not  use  computer-processed  data  to  perform  this  evaluation. 


(U)  Prior  Coverage 

(U)  No  prior  coverage  has  been  conducted  on  DoD’s  domestic  use  ofUAS  for  civd 
authorities  during  the  last  5  years. 
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AiTonymsirul  Aonreviaiian 

(U)  Acronyms  and  Abbreviations 


COCOM 

Combatant  Command 

DCGS 

Distributed  Common  Ground  System 

01 WG 

Domestic  Imagery  Working  Group 

DoD 

Department  of  Defense 

OSCA 

Defense  Support  to  Civil  Authorities 

ISR 

Intelligence,  Surveillance,  and  Reconnaissance 

NGA 

National  Geospatial  Agency 

P4GB 

National  Guard  Bureau 

050 

Office  of  the  Secretary  of  Defense 

RED 

Processing,  Exploitation,  and  Dissemination 

RUM 

Proper  Use  Memorandum 

RPA 

Remotely  Piloted  Aircraft 

5EC0EF 

Secretary  of  Defense 

UAS 

Unmanned  Aircraft  System 

U5N0RTHC0M 

United  States  Northern  Command 
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Whistleblower  Protection 

U.S.  Department  of  Defense 

The  Whistleblower  Protection  Fnhaui:ement  Act  of  2012  requires 
the  Inspector  General  to  designate  a  Whistleblower  AdM  tion 
Ombudsman  to  educate  agency  employees  about  prohibitions 
on  retaliation r  and  rights  and  remedies  a gainst  retaliation  for 
protected  UIsl  losures.  The  designated  ombudsman  is  the  Pol)  Hotline 
Director  For  more  information  on  your  riqhts  and  rvnnHlit"-  against 
retaliation,  visit  www.dodig.mil/progrants/whisUeblower. 


For  more  information  about  DoD  IG 
reports  or  activities,  please  contact  us: 

Congressional  Liaison 

congre5sional@dodig  mil;  701  604  8324 

Media  Contact 

public, affairs@dodig.mil;  703  604,8324 

Monthly  Update 

dodi  goo  n  net  request  @  Hsfcserve.  to  m 

Reports  Mailing  List 

dodig_report@ltet  serve  xom 

Twitter 

twitterxom/OoD_IG 

Dot)  Hotline 

dodigJTul/hotline 
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DEPARTMENT  OF  DEFENSE  |  INSPECTOR  GENERAL 
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Alexandria,  YA  22350-15(10 
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